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The following section will take you through a step-by-step process in order to deploy Fortinet FortiGate on Azure.

What Is the FortiGate Enterprise Firewall for Azure?

The Fortinet FortiGate Enterprise Firewall offers enterprise-class firewall and network protection for your cloud-based applications and infrastructure across a broad
spectrum of potential security threats. Empowered by advanced IPC technology, FortiGate helps to protect against known threats and newly emerging threats
through anomaly-based detection that identifies attack behavior profiles rather than specific past exploits. FortiGate delivers complete content and network protection,
antivirus, application control, web filtering, and VPN along with advanced features such as an extreme threat database, vulnerability management, and flow-based
inspection work, all with the scalability and functionality of Azure.
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Why FortiGate on Azure?

Built-in Azure firewalls provide a good baseline level of firewall tools, including a web application firewall; however, when your Azure VNETs are interacting with the
open Internet, it is essential to augment these baseline firewall features. FortiGate’s advanced threat detection technology helps to identify threats before they are
widely known and recognized. The easy-to-use and streamlined FortiGate user interface allows quicker setup with more granular control than many standard web
application firewalls. Configuring multiple high-availability options is relatively straightforward. FortiGate provides next-generation firewall functionality, securing the
virtual infrastructure while also providing VPN and Internet gateway protection.

The Fortinet FortiGate-VM firewall technology for Azure delivers complete content and network protection by combining stateful inspection with a comprehensive
suite of powerful security features. Application control, antivirus, IPS, web filtering, and VPN along with advanced features such as an extreme threat database,
vulnerability management, and flow-based inspection work in concert to identify and mitigate the latest complex security threats. The security-hardened FortiOS
operating system is purpose-built for inspection and identification of malware.

The FortiGate Virtual Appliance offers protection from a broad array of threats, with support for all of the security and networking services offered by the FortiOS
operating system. IPS technology protects against current and emerging network-level threats. In addition to signature-based threat detection, IPS performs
anomaly-based detection, which alerts users to any traffic that matches attack behavior profiles.

How to Deploy the Fortigate Next-Generation Firewall in Microsoft Azure Using the Azure Portal and ARM

The FortiGate Next-Generation Firewall for Microsoft Azure is deployed as a virtual machine in Microsoft’s Azure cloud (laaS). You will see in the following sections
how to deploy and configure the FortiGate in the Azure Marketplace.

e FortiGate Next-Generation Firewall (BYOL)—This is currently the only licensing model that is supported. Fortinet also offers a 60-day evaluation license.
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BEFORE YOU GET STARTED

Before you can begin to deploy the FortiGate Next-Generation Firewall, you will need to make sure the following conditions have been met in order to successfully
complete the installation:

e (Create a Microsoft Azure account

e Obtain a license (choose one of the following):

1. Purchase a FortiGate Next-Generation Firewall license for Microsoft Azure http://www.windowsazure.com/en-us/account/

2. Register to receive an evaluation license from Fortinet https://support.fortinet.com/Evaluation/Login.aspx



http://www.windowsazure.com/en-us/account/
https://support.fortinet.com/Evaluation/Login.aspx
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Step-by-Step Instructions to Get the FortiGate
Up and Running on Azure

The following section will take you through a step-by-step process in
order to deploy a Single Instance FortiGate on Azure.

1. Log In to the Azure Portal

* You can access the Azure portal using the following URL:
https://portal.azure.com/

* You will be redirected to: https://login.microsoftonline.com/ S
(abbreviated URL due to its length) Cloud optimize

The current Azure portal is the portal through which you will your business
start creating and managing Azure services, such as the
Fortigate NGFW Firewall Virtual Appliance. The Azure portal
includes a dashboard that you can configure to work with and
monitor the resources in your environment. The Azure portal
lets you administer all of your Azure platform resources in a
single location. The current Azure portal uses ARM, although
some classic model functionality is exposed through the new
portal. The legacy or classic portal still is available for use, but
the new portal has been released for general availability and is
the portal you should use.

Microsoft Azure

Work or school, or personal Microsoft account

Keep me signed in

© 2016 Microsoft B¥ Microsoft
s ciuse  Privacy & Coskis



https://portal.azure.com/
https://login.microsoftonline.com/

FORTINET FORTIGATE VIRTUAL APPLIANCE FOR MICROSOFT AZURE QUICK START GUIDE

2. Enter User Credentials and Sign In

Enter your user credentials: Microsoft Azure

e Username: <Your Username> (2)

‘Work or school, or personal Mi

e Password: <Your Password> (3)

e Click “Sign in.” (4)

ECTTTTRT e

Can't aoNnt?

L

© 2018 Wicrosoft B® Microsoft

Terma of use  Privacy & Coakies

3. Successful Login to Azure

. . Dashboard -
Once you have successfully logged in to the Azure portal, you will
Service health

observe the Microsoft Azure Dashboard. . : ke

Note the following login details in the top right-hand corner of the
Microsoft Azure Dashboard. If you click here, you will see options to:

e Sign out

e Change your password

* \iew your permissions

e View your bill
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4. Creating the NEW FortiGate in the Azure Marketplace
In the Microsoft Azure portal, follow these steps:
¢ |n the upper left-hand corner (5), click New.

¢ |nthe New column, enter Fortinet in the “search the
marketplace” and enter Return (6).

Resource groups
NOTE: There are alternative ways of achieving the above; this is MARKETRLACE

just one of the examples. 1 Al resources
Virtual Machines

Racent
Web + Mobile

App Services
iot Data + Storage

Virtual machines (classic) Data + Analytics
Virtual machines Internet of Things

S0 databases Metwarking

Cloud services (dlassic) Media + CDN

F Emterprise Integration
Subscriptions s g

Security + |dentity
Browse

Developer Senvices

Management

Intelligence

Containers

RECEMNT

.



FORTINET FORTIGATE VIRTUAL APPLIANCE FOR MICROSOFT AZURE QUICK START GUIDE

5. Fortinet Virtual Appliances Available in the Azure Marketplace

You will now see something similar to this, which depicts the
return of the “Fortinet” search results.

6. Select the FortiGate NGFW Single VM from the Azure
Marketplace

Select FortiGate NGFW Single VM (7).

Everything

T Fiter

fortinet ®
Results
NAME * PUBLISHER ~ CATEGORY
E:E Fortingt Web Application Firewall - Fortfweb (Staged) Fortinet Virtual Machines
2.8 FortiGateNGFW High Availability (HA) (Staged) Fortinet Wirtual Machines

E72 Fortinet FartiMail-VM for Azure Fartinet Virtual Machines
£°3 — . . oL A n, [ " chin

£2% Fortinet Web Application Firewall - Fortiweb Fortinet Virtual Machines
S°E FortiGate NGFW Single VM Fartinet Virtual Machines
£o5 FortiGateNGFW High Availability (HA) Fortinet Virtual Machines

Everything
Y Filter
fartrel »
Results
NAME PUBLISHER CATEGORY
E:E Fartinet Web Application Firewall - Fortit¥eb (Staged] Fartinet Wirtual Machines
E°8 FortiGateNGRWY High Avallabilty (HA] (Staged) Fartaet Wirtual Machines

E-= Fartinet FartiMail-Wi for Azure Fartinet Wirtusl Machines

@
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7. Select the FortiGate NGFW Deployment Model

Once you have selected the FortiGate NGFW Single VM, you wiill
automatically be taken to the Resource Manager Panel, where
you can create a deployment model.

In the Select a deployment model, select the default Resource
Manager (8).

Then click Create (9).

NOTE: Though there is no option from the dropdown menu to
select a different deployment model, this is where you would
select the Classic deployment model option.

So what exactly are the Azure deployment models?

Azure provides two deployment models, the Classic model and
the Azure Resource Manager (ARM) model. The foundation

of each model is an application-programming interface (API),
which is the Resource Manager API for ARM and the Service
Management API for the classic model. Although developers
can write software to interact with these APIs directly through
the REST AP, it is more common to interact with these APlIs
indirectly using the Azure portal, the Azure PowerShell on
Windows, or the Azure Command-Line Interface (CLI) on a
Windows, OS X, or Linux computer.

In contrast to common belief, these two models are compatible
with each other, but ARM simplifies the deployment and
management of resources by managing them as a single
resource group. Most newer resources support ARM, and
eventually all resources will. However, how you create, configure,
and manage Azure resources is different in these two models.
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8. Configuring the FortiGate NGFW Basic Settings

* FortiGate Vi Name @

In the Configure basic settings panel (10), enter: 1 E:::ge s FoniGate
¢ FortiGate VM Name —Enter the name of the FortiGate Virtual * FortiGate Administrative Lisemame @
Appliance. (Only alphanumeric characters are permitted, and Fortacdmin
the value must be between 1 and 15 characters.) * FortiGate Passward @
¢ FortiGate Administrative Username—Enter the
administrator username for the FortiGate Virtual Appliance. ] * Confirm passward
(The administrator username for the FortiGate Virtual

Appliance cannot be “admin.”) If you do enter “admin,” you Subsscription
will get an error message stating that the specified username Pay-Aa-You-Go
is NOT allowed. In addition to this, the username can NOT
contain special characters.

* Resowrce group O

O Create new

¢ FortiGate Password —Enter the administrator account
password for the FortiGate Virtual Appliance. (The administrator
account password MUST be between 6 and 72 characters,
and MUST contain characters from at least three of the
following groups: uppercase characters, lowercase characters,
numbers, and special characters.)

fortimetresgrp

Location

West Eunope

e Confirm password —Re-enter the administrator account
password for the FortiGate Virtual Appliance.

e Subscription—The only available subscription for the
FortiGate Virtual Appliance in Azure is the Pay-As-You-Go
subscription model, so just leave this as “default”.

e Resource group—Enter the Resource group name, and
note that only alphanumeric characters, periods, underscores,
hyphens, and parentheses may be used. In addition to this,
a Resource group name can NOT end with a “.” (With Azure
Resource Manager, everything you provision on Azure is a
resource. You can put multiple resources into a resource
group. Managing resource groups and creating and updating
resource groups are the most common operations using
Azure Resource Manager.)
10



FORTINET FORTIGATE VIRTUAL APPLIANCE FOR MICROSOFT AZURE QUICK START GUIDE

e Location—Select a location from the drop-down menu. The
location refers to allowing you to administer all of your Azure
platform resources in a single location.

Once you have confirmed that all the above settings are correct,
click “OK.” (11)

NOTE: If any of the values are incorrectly defined, you will see a
“Red !”; otherwise, you will see a “Green v.”

11
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9. Configuring the FortiGate NGFW Network and Storage Settings

In the Configure Network and Storage Options panel, we will
look at each configuration option individually. Let us first start
with what is presented by default when you select the Network
and Storage Settings.

As you can see, this is what is presented to you without any
configuration changes that have yet to take place.

Select the Virtual network settings (12).

Create FortiGate M.

1 Basics v,

Dane

2 Metwork and Storage Settings
Configure the network and stor...

(<)

Metwork and Stor...

¥ Virtual netwoark @

(new) FortigateProtectedWMet

Configure subnats
* Virtual machine size @
1x Standard D3

¥ Storage Account @

Configure required settings

12
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10. Configuring the FortiGate NGFW Network and Storage Settings

(Virtual Network)

The first question that comes to mind about a virtual network
(VNET) is why do we need a VNET? Well, the answer is a simple
one and the basic principle here is that we need a VNET in order
to be able to build a private network in the Azure cloud.

An Azure Virtual Network, which is also known or referred to as a
VNET, is something that you only create in Microsoft Azure. The
Azure Virtual Network enables virtual machines and the other
resources that are part of the Azure Virtual Network to communicate
with each other privately. It is the Azure Virtual Network that
provides this communication function. If we did not have an Azure
Virtual Network, or if a virtual machine was outside the Azure
Virtual Network, then communication with other virtual machines
would not be possible.

After you have selected the Virtual network settings, you will
observe that you can either create a new virtual network or
select an existing one. If you select an existing virtual network, it
will need to have at least two subnets in order for the FortiGate
NGFW to route between them. In a typical deployment, the
“outside” subnet just connects the FortiGate outside interface to
the Azure Public Load Balancer and therefore does not need to
be very large.

Here you are just going to accept the default Virtual network
name of FortigateProtectedVNet and the Address space of
10.1.0.0/16. Click OK (13).

NOTE: No changes have been made here.

* Mame

the selected subscription and

o These ane the virtual networks in FartigateP rotectedVidet
ocaticn West Europe’. * pddiness space

1010016
10.1.000 - 901,255 255 (E5536 addresses)
| 4 | Create new

FortigateProtectedviNet
srairana 10

» FortigateProtectedNet
A RArab e i

Cowss, Inside
©VED

13
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11. Configuring the FortiGate NGFW Network and Storage Settings
(Subnets)

Virtual networks in Azure are logically isolated from one another.
In a VNET, you configure the IP address ranges, subnets, route
tables, gateways, and security settings in a similar manner in
your own data center. Virtual machines within the same VNET
can by default communicate with one another. Connectivity from
outside the virtual network, such as from within Azure or from
the Internet, to a virtual machine requires a private or a public IP
address.

After you have selected the Subnets settings, you can also observe
that you already have the following subnets defined:

Outside Subnet name: PublicFacingSubnet

Outside Subnet address prefix: 10.1.0.0/24

Internal Subnet name: FortigatelnternalSubnet

Internal Subnet address prefix: 10.1.1.0/24

The Outside and Inside address fields are prepopulated with
the first useable address in the subnet (Azure uses the first four
addresses in each subnet). However, if deploying to an existing
subnet, this address may already be in use.

So how does the IP addressing work? When a virtual machine
is deployed into a VNET, its internal IP address is assighed
from the subnet you specify and is dependent on the order in
which it was provisioned, unless a static IP has been specified.
For example, the FortigatelnternalSubnet subnet created uses
the address prefix of 10.1.1.0/24. The first four IP addresses
of each subnet are reserved. With this knowledge in hand, it is
easy to deduce that the first IP address available in this subnet
will be 10.1.1.5. Unless otherwise specified, a virtual machine
will be assigned the next available IP address from the subnet to
which it was assigned at provisioning time.

14
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Select the Configure subnets settings (14).

* Dutside Submet name
= Wirtual network @

Here you are just going to accept the default Subnets
configuration and click OK (15).

PulblicFacing Subnet

* Outside Subnet address prefix

Subnets & "
NOTE: No changes have been made here. Configurs submets Ll

* Intemnal Subnet name

& Virnual machines FortigatebntemalSubnet

1x Standard D

* Intemal Subnet addness prefix

10,1,1.0/24
* Storage Acoount &

Configure required sSlings

15
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12. Configuring the FortiGate NGFW Network and Storage Settings
(Virtual Machine Size)

In the Azure Marketplace, the FortiGate virtual machines come

in a variety of sizes, beginning with the D2 series with two cores
up through the D4 series virtual machines with up to eight cores.
Each virtual machine size within each series has different limits
for the amount of memory, number of NICs, maximum number
of data disks, size of cache, maximum IOPS and bandwidth, and
maximum network bandwidth.

Select the Virtual machine size settings (16).
Select the View all setting (17).

After you select the View all setting, you will be presented with all
the available FortiGate virtual machine sizes, which include:

e A4 Standard
e D2 Standard
e D3 Standard
¢ D4 Standard
e D2_V2 Standard
e D3_V2 Standard
e D4_V2 Standard

So what are “A4 Standard” and “D4 Standard?” Number of
vNICs? What would be the use case for selecting the particular
“virtual machine size?” Where can you find more guidance,

so when you are selecting and setting this up you are more
informed.

* Virtual network @ \

(new) FortigateProtectedyNet

* Subnets &

Review subnet configuration

* Virtual machine size @
1x Standard D3

Configure required 58

Prices presented below are estimates in your local currency that include Azure infrastructure applicable
software costs, as well as any discounts for the subscription and kocation. Recommended sizes are
determined by the publisher of the selected image based on hardware and software reguiremants,

* Recommended
D3 Standard D4 Standard /

4  Cores B Cores

14 a8 28 GB

ci. =i @

& Duta disks Data disks A
Ax500 3 16x500 S’
Max ICFS Max I0FS

B 0% B (s

P Load balancing % Load balancing

7 Auto scale 7 Auto scale

24998 499.97

16
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The “A4 Standard” and “D4 Standard,” etc., are what are referred
to as instance sizes. The instances are differentiated primarily

on CPU and memory, although they also have different levels of
support for multiple vNICs. For more information, please click on
the following URL:

https://azure.microsoft.com/en-us/documentation/articles/
virtual-machines-windows-sizes/

But wait! When you select a “virtual machine size,” why do you not
see the number of VNICs? From the “choose a size” panel, you
have no idea and would have to guess. The answer is that Azure
has never prioritized multiple vNICs. So, the Azure Marketplace
templates have a bias against them, and it’s extremely difficult to
create a variable number of vNICs. So, all templates in the Azure
Marketplace are static at two vNICs.

If you require more than two vNICs, you will need to deploy a
custom template at this point. Please contact the Azure team
(azuretech@fortinet.com) for assistance.

17
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12a. Configuring the FortiGate NGFW Network and Storage

* Virtual network @ Pm'IH r;lesrnt:']wahnlnwalee;ﬁr:'l\nu in\;r:lur local zrr;‘nery that Em:lluﬂr. .\1dx||rz in_'rmmcrur:
. . . . applicable software costs, as well as any discounts for the subscription and lecation, R ded
Settlngs (Vlrtual Machine SIZS) (new] FortigateProtectedVNet A e e i ik e T e Kl o i
régquirements,
. . * Subnets ©
In this example you are going to select and use the D2_V2 i O b > # Recommended | View al
Standard instance size. D2.V2 Standard D3.V2 Standard D4_V2 Standard
* Virtual maching size & 5 2  Cores Cores B8 Cores
Select the D2_V2 Standard instance size (18). Tx Standard D3 70 & P 28 a8
H 2 ‘-Wagc Account @ g ;uh disks :ul.l disks g 1Dtu disks
Thel’l C||Ck Se|eCT (1 9) Configure required settings > =) Ax500 3 5"5”. = 15,509
b 909, b 205, B 28
Y% Load balancing F) Lead balancing Y5 Load balancing
[ Auto scale [ Auto scale [ Auto scale
L]
119.04 237.34 474.67

2 Cores 4 Cores 8 Coms

18
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13. Configuring the FortiGate NGFW Network and Storage
Settings (Storage Account)

Without going into the details of the different types of storage
available in Azure, it is important to note (there are few exceptions)

that all storage types are created from an Azure Storage e 8 ;

Account. The Azure Storage Account in turn determines certain @
characteristics for the storage, such as whether the storage is \

locally redundant or geo-redundant, and whether the storage is ()

based on standard HDDs or SSDs.

You can either create a new storage account or select an existing
one for the FortiGate Virtual Appliance, but all resources should T (24) ——h
be in the same location (in this example: West Europe).

Select the Storage Account settings (20).

Enter a Storage Account Name (21). (This account name can
contain lowercase characters and numbers, and must be
between 3 and 24 characters.)

Select the Performance (22). (In this instance only standard is
available.)

Select the Replication option you wish to use (23). There are two
options available:

e | ocally redundant storage (LRS)
¢ Geo-redundant storage (GRS)

Locally redundant storage (LRS) is where all data in the Azure
Storage Account replicates synchronously to three different
storage nodes within the primary region that was chosen when
creating the Azure Storage Account.

Geo-redundant storage (GRS) is where every entity is replicated
into two data centers.

19
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The data in the Azure Storage Account is always replicated in
order to ensure durability and high availability. Be aware that

some settings cannot be changed after the storage account has
been created.

Select OK (24).

20
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14. FortiGate NGFW Network and Storage Settings (Completed)

After successfully completing the FortiGate NGFW Network and
Storage Settings, you should see something similar to the above.

Select OK (25).

MNetwork and Stor...

* Virtual matwork & 5
[new] FortigateProtectedVMet

* Sulbnets O 5
Review subnet configuration

* Yirtual machine size @ ,}
1% Standand D2 w2

* Storage Account @ 5

[new) fortinetstorage

21
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15. Configuring the FortiGate NGFW IP Address Assignments

Settings (Public IP)

Select the FortiGate IP Address Assignments Settings (Public IP)
panel (26).

Select the Public IP address name (new) publicip-fortigate
settings (27).

NOTE: Don’t worry about Domain name label and Public IP
Address Type, as this will be covered next.

* Public IP sddress narme 0

Basics o
Dione (new) publicip-fortigate

Network and Storage Settings s

e westeurope.cloud Sl anire cam
Public IF Address Type

FortiGate IP Address Assignmen.. % @
S

Configure the Public IP

©

22
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15a. Configuring the FortiGate NGFW IP Address Assignments
Settings (Public IP Address Name)

This is where you can set the Public IP Address Name and the
Assignment to either Dynamic or Static.

You will leave these as default.
Select OK (28).

NOTE: No changes have been made here.

T Marme

whllr.ip-‘-urtlgul:h{

Assignment

stae

23
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18b. Configuring the FortiGate NGFW IP Address Assignments
Settings (Domain Name)

Next, you need to enter a valid DNS Domain Name Label
(which is a DNS prefix). This will be used for the Public IP
Address.

e Enter a Domain name label (29).

e Select either a Static or Dynamic Public IP Address Type (30).

In the Public IP Address Type, a “Static” Public IP Address
will be reserved across reboots and shutdown states, while a
“Dynamic” address will be reassigned.

Select OK (31).

1 Basics ",

Dane

2 Metwork and SEIZIHQE 59[’."'"?} w
Cane

3 FortiGate P Address Assignmen..
Configure the Public [P

* Public IP address name @

new) publicip-fortigate

* Domain name label &
fartigate

westeurope dloudapp.azure.com
Public IP Address Type

m Dymarnic

24
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16.

17.

FortiGate NGFW Single VM (Summary)

After selecting “OK,” a validation process will take place and
your configuration will be validated. If successful, you will see
Validation passed.

Select OK (32).

FortiGate NGFW Single VM (Purchase)

After the FortiGate NGFW Single VM Configuration has been
completed, you now are required to select “Purchase.”

Select Purchase (33).

NOTE: Purchase just means that you are going to be paying
Azure for the virtual machine use time. You still must obtain a
license separately from Fortinet, Inc.

1 Basics o

2 Network and Storage Settings
Done

3 FortiGate IP Address Assignmen..,
Done

4 Summary

FortiGate NGFW Single VM

Basics

Subsoription Pay-As-You-Go
Resowree group fertinetresgrp
Location West Europe
FortiGate Wi Mame FortiGate
FortiGate Administrative Usema_.. forliadmin
FortiGate Fassword .

Metwork and Storage Settings

Wirtual netwark FortigateProtectedyibet
Outside Subnet PublicFacingSubnet
Outside Subnet address prefix 10.1.00/24

Internal Subnet FortigatelntemnalSubnet
Internal Subnet address profic  10,1,1.0/24

Standand D2 »2
fortinetstorage

Virtua| maching doee
Storage Account

IP Assignment
Public IP address name
Domain name |abel fortigate
Public IP Address Type Static

publicip-Fortigate

=)o

1 Basics v,

Dane

2 Metwork and Storage Settings
Done

3 EortiGate P Address Assignmen.., »
Dune

4 Summary v

FortiGate NGFW Single WM

FortiGate NGFW Single VM

by Fortinet

Terms of use | privacy policy

Depleying this ternplate will result in various actions being performed, which may include the
deployment of ane of more Azure nesaurces or Marketplace offerings andfor transmission of the
information you provided as part of the deployment process to one or mare parties, as specified in
the template. You are responsible for reviewing the text of the template to determine which actions
will be performed and which resounces or offerings will be deployed, and for locating and reviewing
the pricing and legal terms associsted with those ressurces or offerings.

Current retail prices for Azure rescurces are set forth here and may not reflect discounts applicable
1o yaur Azure subscription.

Prices for Marketplace aierings are set farth here, and the lagal terms sssaciated with any
Marketpiace offering may be found in the Azure portat: both are subject to change at any time prior
1o deployment.

Meither subscriplion credils nor monetary commitment funds may be used 1o purchase non-
Microsaft offerings. These purchases are billed separately. f any Microsoft products are included in a
Marketplace offering (e, Windows Server or SQL Server), such products are lcensed by Microsaft
and ot by any third party,

Template deployrment is intended for advanced wsers anly. |f yeu sre uncertain which sctions will be

perlarmed by shis bemplate, which ressurces ar afferings will be deplayed, ar what prises ar legal
torms partain to those resources ar offerings, e not deploy this template

Terms of use

By clicking “Purchase,” | (a) agree to the legal terms and peivacy statementis) provided above as wall
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18. FortiGate NGFW Single VM (Deploying)

After selecting “Purchase,” the FortiGate NGFW Single VM will
be deployed. This process can take approximately 10 minutes
to complete, but may vary depending on location and number
of resources being requested.

19. FortiGate NGFW Single VM (Deployed)

After the FortiGate NGFW Single VM has been deployed, you
will be redirected to a screen similar to this which shows all the
resources that have been instantiated by the template.

Dashboard -

Deploying FortiGate NGPW
Single VM

Essentials -~

Subscription rame
w-As-You-Go

i@} rortiGataAvailset

1 Forticate

B rorticetenico

B roricatenict
B publicip-fortigate
4 FortiGatelnternalAoutes
‘% ForliGatePublicFacingSubnetRoutes
- FortigateProtectedViNet

[ fortinetstorage

0 Delete

 Mew dashboard

Service health

* Edit dashboard

(3 Share " Fullscreen (! Clone

Marketplace

Subseription ID

&5 dfcaddbd-5500-4572-B404-d54 1 chcf306b

Location

‘West Europe

TYPE

Avallability sat
Wirtual machine
Metwork interf...
Metwork interf_..
Public IP addre..
Route table
Route table
Virtual network

Storage account

0) Aefresh =3

Pz

LOCATION

West Europe
West Europe
West Europe
West Europe
West Europe
West Europe
West Eurape
West Eurape

West Europe

Help + suppaort

il Delete

SUPPORT + TROUBLES HOOTING

ﬂ Activity logs

All settings =¥

GENERAL

1! Properties
Resources

& Resource costs

Ea Deployments
Herts

SETTINGS

# Tag

& Locks

Users,

EX Automation script
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20. FortiGate NGFW Single VM Accessible Public IP Address

21.

In order to be able to connect to the FortiGate Public IP Address,
you need to know what this IP address is.

To accomplish this:

Select the public IP resource to get your DNS name or public
IP address (34).

This will expose the Public IP Address, which is
52.166.251.115, and a DNS of fortigate.westeurope.cloudapp.
azure.com.

Basic IP Communication with the FortiGate NGFW Virtual
Appliance (ping)

Now that you have the Public IP Address, you can connect to
your Azure FortiGate Virtual Appliance either via HTTPS or SSH.

Before you do that, let’s initiate some basic IP connectivity and
confirm that you can indeed communicate with the FortiGate
Virtual Appliance.

In the following steps, you will use ping (8) to resolve both the IP
Address and Name Resolution.

Use the ping (8) utility (35) to ping the IP Address
52.166.251.115.

Use the ping (8) utility (36) to resolve the DNS name of
fortigate.westeurope.cloudapp.azure.com.

imterf... West Euro

ek interl.. West Euroy

re... West Euroy

West Eun

West Euroj

ount  West Eurol

ERERERE: | ERERERE:

d-d541cicf306k:
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22.

23.

Basic IP Communication with the FortiGate NGFW Virtual
Appliance (ssh)

In the following step, you will use ssh (8) to connect to Fortigate
NGFW IP Virtual Appliance.

Use the ssh (1) utility (37) to connect to the IP Address
52.166.251.115.

NOTE: Or you could use the DNS name.

Connect to the FortiGate NGFW Virtual Appliance Ul

Now that you have confirmed that you have IP communication to
the FortiGate NGFW Virtual Appliance in Azure, you can connect
to the Ul using HTTPS.

e Using your favorite browser (38), such as Firefox or Chrome,
connect to the IP Address 52.166.251.115.

e Enter the FortiGate Administrative Username (39).
e Enter the FortiGate Administrative Password (40).
e Select Login (41).

Recall in Step 8 you defined both the username and password,
which are as follows and are required to connect to the FortiGate
NGFW Virtual Appliance UL:

e FortiGate Administrative Username: fortiadmin
e FortiGate Password: <the password you entered>

NOTE: The template also redirects ports 500, 4500, and 1701
to the FortiGate in order to support VPN connections.

list of known hosts.

L

[ [xh:—:es"sﬂ.mazsnws- g

fortiadmin
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24. License Your Azure FortiGate NGFW Virtual Appliance

Upon a successful login, you will be redirected to the following
URL:

Currently our Azure Marketplace deployment only supports
BYOL. This means you will need to purchase Azure-specific
licenses for the appliance you are going to deploy.

NOTE: If you have a mismatch between the VM size and the
license (i.e., more CPUs assigned to the VM than are licensed),
you will receive an error message, and the FortiGate configuration
will not be available.

25. Install the FortiGate VM License File
Select Choose File (42).

25a. Install the FortiGate VM License File

Here you can see the selected License File:
FGVM080000067415.lic.

Select OK (43).

25b. Rebooting the System

Once you have selected the license file, you will then be informed
that the system is being rebooted.

- C M (X hitps://52.166.251.115/system/maintenance/vmlicense

Install FortiGate-VM License File

Upgrade File: Choose File No file chosen

0K Cancel

- C' M (X https://52.166.251.115/system/maintenance/vmlicense

Upgrade run fie chosen
& e oK Cancel

b

Install FortiGate-VM License File

Install FortiGate-VM License File

Upgrade File: | Chooss Fiie] FGVM0B0000067415.lic / g
el

Please wait while system restarts.
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26.

27.

28.

Log In to the FortiGate NGFW Virtual Appliance Ul

After the system reboot has been completed, log back in to the
FortiGate NGFW Virtual Appliance UL.

e Using your favorite browser (44), such as Firefox or Chrome,
connect to the IP Address 52.166.251.115.

e Enter the FortiGate Administrative Username (45).
e Enter the FortiGate Administrative Password (46).
e Select Login (47).

FortiGate NGFW Authentication and Registration

Once you have successfully logged in, you will see that the
license has been uploaded and you will need to wait for
authentication with the registration servers. This can take a
while (10-15 minutes or so), so please be patient.

Select Return (48).

FortiGate NGFW Device Registration Incomplete

If you see an alert message like the one shown above, please
select “Later” and proceed.

Select Later (49).

€ = C i [ixhups://52.166.251.115/ogin |

\@

Name

Password

©©

©

License has already bean uploaded, please wait for authentication with registration servers

CezJe—o

/_’ JE Attention: Device Registration Incomplete

We have detected that your registration is incomplete. To setup your FortiCare (Support)
account, please select "Register Now".

Hide notification on future login \_/H \
Register —
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29. FortiGate NGFW Virtual Appliance Ul Dashboard

This is what a successful login looks like, and now you can see
you have access to the FortiGate NGFW Virtual Appliance Ul
dashboard.

FEIRTINET

FortiGate VM64-Azure

& Widget | Deshboard

& © pashboard + System Information s ox
. A Status Standslone [Configure]
& Wl Fortiview Host Name FortiGate [Chang
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5 config Operation Mode NAT [Change]
&g Ak System Time Fri Aug 18 08:05:03 2016 (FortGuard) [Change]
I o Firmuare Version 5.2.3,bullda968 (GA) [Update]
iniei System Configuration  [Backup] (Restore] (Revisions]
& 188 Monitor Current Administrator fortiadmin [Change Passwerd /4 in Tetal [Details]
Uptime 0 day(s) 0 hour(s) 25 min(s)
~ License Information £ O x
| * License © veld Updsta
L) Virtual Machine
- cRUs — 2um
[7% support Contract + Registration © Registered (mhaines@fortinet.com) anchpots
* IPS & Application Contral © Licensed (Expires 2017-06-24)
B rorscane « v © omes pres 70629
+ Web Fikering @ Unreachasle Congure
— & Forticloud + Accaunt Acivai
el obieci, @ rortisandbax « Forusandbox Appiiance © ot Configured Contors
Securty Profies.
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VPN FortiClient
* FortiClient Instaliers - Mac A windows.
User & Device
(&) FortiToken Mobile « Tokens Assigned TS
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Support

For more in-depth instructions, please refer to http://docs.fortinet.com/ for administration guides or email your support questions to azuretech@fortinet.com.
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